BMIEXERCISING PLAN

Keeping a
Crisis-Centric
Mindset -
Throughout

the Year
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By VIVIAN MARINELLI, Psy.D.

very month you change the filter

on your furnace. Every 3,000 miles

you get the oil changed on your car.

Every six months you (hopefully)

visit your dentist for a cleaning.
Maintenance is important. It’s key to keep-
ing you, your home, or your auto running
smoothly.

Your business is no different. The office
copy machine is serviced after a predeter-
mined number of copies, and when your
color printer signals a service code, you
put in a call for service. But what about
your emergency response plan? Your
safety team already has devoted a consid-
erable amount of time meeting regularly
and putting together a well-thought out
emergency response plan. Do you know
where this plan is located?

Chances are, you promptly filed it or

26 DISASTER RECOVERY JOURNAL | SUMMER 2016

it’s tucked away on the shelf above your
computer. If the cover page states the last
update was more than one year ago, it’s
time to dust off your plan and put it into
action. How long has it been since you last
conducted a mock disaster exercise using
your emergency plan as your guide?

The emergency response plan is a living
document. It should be updated whenever
you add new products or services, make
technology upgrades, or staff changes.
Ideally, changes in the plan should be made
as they occur in the workforce. Your plan
should be tested at least once a year. More
frequent tests can be performed on criti-
cal items for the response such as notifica-
tions to the teams involved. These do not
have to have extensive time involvement.
However, if you are not able to reach the
people necessary for the response, your

REPRINTED WITH PERMISSION OF DISASTER RECOVERY JOURNAL

ability to handle the crisis will be ham-
strung. Without testing, you won’t know
where further support might be needed,
and you won’t know if your employees
fully understand their role and responsi-
bilities during a crisis.

Conducting periodic drills and updat-
ing your plan are crucial — yet often over-
looked — pieces of the disaster response
planning process. Since the last edit of
your disaster plan, you may have added
another building to your facility and hired
an additional 50 employees, but have you
taken the time to update your plan with
these changes? Have the new hires been
trained on what to do in an emergency?
If the answer is yes, congratulations! You
take safety seriously. For many, the answer
will likely be no, so here are a few ideas on
how to conduct plan maintenance.
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Types of Drills
Understand that the purpose of a drill
is not to place fault. It’s to determine how
and when the plan is implemented and
identify any gaps. There are three types of
drills:

1. critical task or area-specific drill
2. tabletop exercise
3. full scaleflive drill

A critical task drill breaks out the time-
liest aspects of an emergency response and
tests it. Some items included in these drills
include:

@ team member notification

# arrival and setup of the emergency
command center

# test of community emergency contacts

€ communication plan

A full-scale mock crisis or disaster drill
takes additional planning and requires the
time of everyone involved. It typically will
involve the emergency response teams and
departments which might be impacted by
the disaster type. You should also think
about inviting local first responders, local
members of the Red Cross, and staff from
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hospitals in your location. These are com-
munity members who will be involved in
an actual event, and it’s extremely help-
ful for them to have an understanding of
your response plan and the people they
will be working with at the time of a crisis.
Planning for this type of drill should take
into account the disaster scenarios most
likely to impact your organization. If you
would like to add a bit of drama, many
organizations invite students or even local
theatre members to play the role of vic-
tims. These exercises take a great deal of
planning and are not an annual event.

A quicker, and just as effective, method
would be to conduct what we call a
tabletop exercise. A tabletop exercise is
intended as a means to have the emergency
response team members review their cur-
rent checklists and identify any areas in
need of review with regard to a hypotheti-
cal simulated emergency. Gathered around
the conference room table, your emer-
gency response team will get a chance
to image the “what if” scenario and go
through your plan to make sure it can take
your company from disaster to survival, in
a low-stress environment. A typical table-
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top exercise will run from three to four
hours and include a “hot wash” after it
concludes. The hot wash identifies items
for additional review as well as gaps in the
planning.

Tabletop training provides an opportu-
nity to:

@ assess internal and external capabilities

@ train staff on their responsibilities during a
crisis

@ build relationships with other staff members
and members of the community

@ learn the importance of collaboration, not
just cooperation

@ develop partnering arrangements with the
community

A team facilitator might provide differ-
ent scenarios such as an active shooter on
the property, a plant explosion, or a tor-
nado heading toward your building. The
facilitator might ask you to work in teams
or one large group to walk through what
you would do in that situation, using your
disaster plan as your guide. This is where
you will find the gaps needed to ensure
your staff is up to speed on your plan.
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Using your plan as a guide, here are
some considerations for each scenario:

@ How is the disaster management plan
activated? By whom?

@ How is the team notified?

# Who else needs to be notified? By whom?

# Who are the members of the team?

@ Are the checklists of responsibilities realistic?

@ What is the communication protocol?
Internal? External?

@ Who is the organization’s spokesperson?

4 Should the building be evacuated? Shelter-
in-place?

4 Who has all the building keys?

@ Who will act as the scribe for the exercise?

@ Who is taking the lead on compiling all
individual notes from the exercise?

@ Following the hot wash, who will complete
the After Action Report (AAR)?

Effective facilitation is critical to keep-
ing participants focused on exercise objec-
tives. The facilitator may ask about the
decisions made, including how a decision
was reached or what implications a deci-
sion might have. The exercise ends either
when all actions have been discussed or
when the time limit is reached. Participant
learning is reinforced, and feedback is
provided through the hot wash immedi-
ately following the conclusion of the drill.
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While the drill is being conducted, the
scribe will take responsibility for docu-
menting the items that were effective as
well as any inefficiencies in the plan and
identify the gaps.

Outcomes of the
Tabletop Exercise?

When the tabletop exercise is com-
plete, you should conduct the hot wash.
The scribe will share his or her observa-
tions with the entire team. Your team
should finish these sentences and use the
responses as a follow-up:

We should keep doing...
We should stop doing...
We should start doing...

Using those answers, you can go back
to your emergency response plan and fill
in any gaps, add new developments, and
revise and remove anything that is now old
or outdated. The scribe will use the feed-
back to complete the AAR, noting obser-
vations and listing recommendations that
were discussed for improvement. Without
testing, you won’t know if your plan will
work, and you won’t know if employees
will know what to do. The better prepared
your facility and staff are, the more resil-
ient you will be, making the recovery
process that much smoother. Using the
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information from the AAR, a single point
person or a committee should make the
recommended updates to your plan and
share the revised plan with all emergency
response team members. Remember, once
the AAR is written and filed away, your
team should continue to review key details
of the plan throughout the year to keep a

crisis-centric mindset.
o
Vivian Marinelli, Psy.D., is the senior
director of crisis management services for
6 FEI Behavioral Health. Marinelli holds a
' doctorate degree in clinical psychology and
— is a licensed psychologist in Wisconsin. She
brings more than 20 years of work in direct clinical services
specializing in trauma and grief counseling to her position
which focuses on assisting individuals involved in critical
incidents. Marinelli has provided support to the families
and individuals directly impacted by many mass casualty
disasters including Egypt Air 990, Saudi Arabian Flight 115
hijacking, Air Transat Flight 236, Colgan Air Flight 3407,
UPS Flight 6, 9/11 terrorist attacks, bombings in Islamabad
and Jakarta, Hurricanes Katrina, Rita and Superstorm
Sandy, Boston Marathon bombings, Sikh Temple shooting,
and cyberattacks for two clients. With all of these events,
the assessment of individual status and current needs has
been critical in order to provide “psychological first-aid”
which provides the foundation for recovery. FEI Behavioral
Health offers flexible solutions for the full spectrum of
workforce resilience goals, from EAP and wellness to crisis
preparedness and management. Partnering with a wide
range of corporations, government entities and non-profits,
FEl is a social enterprise wholly owned by the Alliance for
Strong Families and Communities, a national network of
more than 450 high-impact human-serving organizations.
Visit www.feinet.com for additional information.
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